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xg , 

» © « /h ffi # £ "T 3 31 2 £0 X ® i: . 

itu IB IS 1 © X f§ t± . jfflfla«fft©l8J&g»«Mi:LT\ l^ffMft(020(DfSgO?^- 
^•UT»6tiSWfB«0SSt««O*^»i:-3^T. hu IS & /hffi £ # S "T 3 

tc K « © ?* - * *a a » a „ 
c » * * 3 3 

«Ha*ffi«»«lfct4, M fr M 81 © fr W M » T* H 51 "T S 
W * « 2 (c IB « © ^ 5a il 7? fife = 
CJISS4] 

M IB ^ 1 © Ifi It , HufBiSS^^^ffi^. S^CfT^JC, , C 2 , C 3 , C 4 ^rffl 
^-TTKiS: ( 1 ) T-ffi^f ^ 

m * * 3 tc is n © -r - * a u m = 
[» i ] 

/ / + C 4 C 3 + C 2 Ci + C4C3C2C1 + C A Cx C2 + C4C3C2 + C4 
\ C3 + C3P2C1 + C'i / + C3C2 

■■•(1) 

m 1 £ IB » © * © S 7a fife o 
Clt*« 6 ] 

^rs?»fc#-r5fi#]s 1 {cfae©x - * m a 7? fife o 

lufBS 1 OfUf^S Lfc BulB«Sc©^^S^««©^n^nico^T, **ifr©A*Jx- 

* (c a- l t mj.& m ^ a at « m w m % t % m & & ss ^ ff ft * n ^* n © m * # £ u 5 a 
mibs 1 ©^niT'its l ft mie subs© ? % „ mmm 2 «d#«ti#3£ Lfttu 
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£ IB & L Tc 7 a y ^ A 0 

M IE l © ^ MS t± , t9Ea»0»JBSBH8a4:LTv B»ff5>Jrt©2o<D*1H«(iD5^ — 

MI2S20^WS«, Wl5«t![(D*&^^g^©t5fBS^tT?iJi: b T S * « '« & <D ft W * 

M * ft 7 te f B K <r> 7 u 7 =y A „ 
c n * * 9 ] • 

BOIES 1 ©^J£T*#«Lfci!MB«gfc©MM4£*i©7-5, MIB^2<3D^©Tlt^LfcW 

c is * m i o .] 

« & © ir - * © ^ n n t n js l r= « m <d ? - * m t , 

B 7 a -y * 

BulBI°IgSyn-y^c>#^t±. i4E«»<0f-**O?'%- gPCttSStcotOfa-r-^iSSJiJcS: 

ii] 

MIB(HliSrn-y^£D#^ti N huIB^^c©-^— ^^^IBliStomi cr> -r — ^HSf 2 Of- 
* $g S¥ i: (c # ^ ic , MfBSg 1 <D x— ^SSrtOifef - Affile cd tufB MS Eel % «r 

asias 2 co 7*— ^ sspft cd sua * m& e> . missi i <D7*—*mmft<DmiEfam 
m&m i o icizmvm&mwim&o 

CW*«1 2 ] 

^ ^ >. K B8 »«1 a % ff o T ft iffl « ^ D y ^ Bg # <t * fr 5 « ^ ft * « Tf SB ^> T s 

His m m. Wk m s& t 

Suffix- ZMltftlsT A7J £ nfcMf3«®C<D 7 s - * Kmi&&8iZmicM-tt£8[.<D \Bi&7 a 
y ? t 

flaiSIIIB8:7D ffle«»©7*— *IS©?^ — »©«»©ffiia"7*-*«±*c:R 

t7?»nfc?»»iHiss^*L, j*wiHiis^stt5.nT^^^§^cosafe7 r -^fSA^«7ci m 
C % <d £ m * Si n% ] 

[ 0 0 0 1 ] 
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I ft W <Dm? * K « » 5 ] 
C 0 0 0 2 ] 

iit + i'jf-ftI*tsftftici*<D»*ft8j|fUlJhT^i. 

C£OJ: 3 ftBt^{t&«©-«T*£3ttii^7o y ^7Bg^{±, ffl X tf . # H JfcM SJ .» *& 
BP. (ffiMH) ti^ftS^fVKBIS^ISLtt^, 

±1E^ V y KHJKO#K£»9ii. S-b o x tftfti§a-7>T'i«?n, A tt * M 

s fc , ±857 , >>KBii»o« » sa a it . ^ e y F*^%u*f-^isiaie-yF 

CCi i 7 fti$^^?:ffl^5 7:ffifc.LT> AES (Advanced Encrypt i 
on Standard) Iffflt^tlSMD S (Maximal Distance 
Separable) ^fiJitfttOtffcS, 

M D S tt . GF (2 s ) Soa^ftlOSJI^fll^SCfcKitir. 2&^£<tr-yr-ffi 

LfrLfttf?>, MDSli, Slii«K:iHl8ii«i!l«««fcftSfci^XAtf»«. 
CCi^SSS^IStSfeOfcLT, Came 1 1 i a33«fca : E2ft£<pBg##}£tffc 
5o C <D'e§fST'tt > a il '*» -3 /h jg « ft « fig <D IS SS « j£ -T § fc 46 tc . GF (2) ±© 

[ 0 0 0 3 ] 

[#!*£$* i ] 

#M 2 002-9 1 2 9 5 ^<&m 
[ 0 0 0 4 ] 

y (Ac t i ve) s-boxiSt^e^fc-r^[His§«^^. mm^Wkttnmt %<m&±<D 
must itmmmic, itotiSiiitco^t.sf^iT^TftSLT*^ agAfttrs? 

m # & S K ft S f: t/- 1 5 a # & 3 o 

C C 7^-7"^7'S-box^{±, «»© A 73 f*- * tc» L T ±!E^ * V F H ft <D « fl£ 
[ 0 0 0 5 ] 

*«wti^^*tn»»c-fii*Tft«nfcfeoT?* ? <oi»ii, «f<Di»is«a©4 

*» 6 . ttaoA*f s -*te«»«»*fT^fcSieak:*«<iC*ffl»o«/htt3B<«^:i:ft 
?n§i«t siiSfe ± « <t' g « * « «-r § c t^ificts, 

[ 0 0 0 6 ] 

[tfffi?:^)*-r«fci6<D^©] 

% ± <d m m * * n * n m rc?m ft <Dmm,m. & mmit&%.? 1 out. wmm i<on 

ST-#«Lfci5iaisiSfos»s^«fflo^-n^ntco^T, *s ft <o a # -r - $ (cslt m 

[ 0 0 0 7 ] 

fg 1 <D¥£W<D7-5>mmJ5i£<Dftmi±&LT<D <fc 3 (c ft § 0 
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$fc-f. sioiiti^T, ftftftft^gi-r %M&±(om®zzti?tiffirc-?m&<Dm 

»2©iiiLfei>T, Mies i oii?«rsgLftiisafto««8»*aofnf 
htco^r. « ».© a a t* - * tc # l r a k » » ft ft ft « # « £ ?- 5 » ft ft » * ?t o ft * 

jfcfc, g3<DIllcfe^T, ftEft 1 ©I@T#£ LftftE«ft©£!tftftftftfi© 7 ^ 
Mies 2 o'lfiT?»JE L ft ft IB S'hfflA'l^; t ft S MI3ftft'ft-ftftM*«rJ£-r * « 

[ 0 0 0 8 ] 

IB 1 ©fgft© t*- *fflg>fri£tt, #3:L<«, fflfKftlOIgtt, ftfEftftOftftftftft 
SfcLT, BftfT?'JF»3© 20©ftft«©75-£*ft»fT*jT«#ft*fcft»©*ttftft 
ftft©^/&T*fei>i|»ftftft£#5gL, ft E l2<DI|li, fflEfeftOftttftftftftOftE 
ft»?T9JfcLT»ftS«»©fT£J*f*^LTftensMEttftftftftM©ft*K:o^T. 

ft ia « /h m ft m « -r s »■ 

[ 0 0 0 9 ] 

*»*^sit-*iai-»±ofWfi*^n^n»fe^a*o«»'«ift«»*«FJE-r*!B 1 ©¥ft 
£ , mis * i © ^ ft t* # l ft ft e « » o « ft ft ft ft » © *.n en »c o ^ t , « ft © a ^ 
■7*- * it ^ Kit ft ft s^Stfa^t* ftftftft*?? ^ ft zn^n © *gftfcs?# 3= c 
* « « o « /h « * «r ^ -r 2 o # « a . ft e ft 1 ©#w-??<ft:£L;fcime«tt©ftftft» 
ft a o 5 ^ , ■ ft 8a s 2 © ^ ft t w ft «e « /h « « * fc % s « bb ft ft r si ft « % w js. 

[0010] 

ft2©fgft©7 p n?'^Al±, nvtf^.-^t.fc^TllfT^n. ft kE L ft ft 1. © IS ft © ft I 
[001 1 ] 

ft3©fgB£(r>T-*-*5aJi£iB&, ftftft»*ftft?-*0ft±©fMii&«:*tt j e f ftft-fc*-«R 

©SUftftftftSSrWSf^ftl C'fgk, ft IB ft l <b#ftT?4SSUfc«Ett»©ftftftft 

ft«©^ n^ntco^T. a»oA*7*-^ fc»bT SK«ftftftftft*«ft^-r sftftft 

»*fToft*n^ftOftfttefttf£C*ffl»©ft/jNft*ftJt-r*ft2©#Si:x ft IB ft 1 
©¥©T'!(#S L ft ftE*tft©*gftftftft*f © 7 13. ft IB ft 2 ®fSf#« LfcftEft/htt 

# s a fc ft * ft is ft ft ft ft ft a * 1# jg -r s ft 3 © is t * mt % . 

[0012] 

ft3©fgH§©7 ? -^MIl^«©f / Fffl{±J^T©<fc7^ft« 0 

9t-f . fti©#©{c*3^T, «ftftft*ftft*-*igft±©iMtt***i ; fn»fc'r«»oft 

ft ft ft.ftft* «p ST -So- 

^tc, ft 2 Cfgtfe^T- ftfBft 1 ©¥©T'#^ L ftftfBaft©^ftftftftM©^-n ; e* 

ntco^r. aftoA^^-^teWbTaftftftftftftft^ftS-rsftftftftifeffoft^ 
n^n©ftftfcft#£u*«ft©ft/h«**fje-r*„ 

# tc , ft 3 © fc *5 T , ftfBftl©^©T'#^UftftI3«ft©^ftftftftli©7^s 
ftfBft 2 0#ft T?«FS L ft ftteft/hfttf ft A i: ft * ftfBftftftft.fta^r^^-r 5 . 
[0013] 

ft4©#§ft©£gftftft[H]!i&te. « It y o «y ^Bt^O^-i/^KMftSaSrtTft^itlftft 

ftftftSrfT^iggftftftiHiss-e&oT. aft©x-^© ; en^n{c^jsbftaft©x-^ft 

i: , ftEft»07*-*ft*^LTA*SnftftlHftft0 7*-*fcftftftft*fttcft-rft» 
©IsISSy n y * i: *m U ftElalSSr n y * ©ft* ti, ftE&ft© t 9 - # ft© 7 ^ -SP© 
«»<PftEx— *«±fcKfr5nftftft|5Ji&£ftL, ftftlsll&tf&tt&nTvft^ft*© 
MEf-^fr51*.l fflOftE»»-ftftte#LT7*-*tf«ift;*tt3 «fc 
10 5. 
[0014] 

ft5©^ft©Bf-^ftgS«, 7'7^FBBKftS J &fi : oTftil»7 , n»7^ft^ft«:^7ft# 
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fx -5 g » e a t * *r l m is a £'& ia r a . i»iEAa? s -**jiijs-rs«s©-r- 

^-^{C^J^^^^IlltcM-r^^cDiei^yD-y^t^^L, hu IE Is! Eg 7 n y >7 <0 & * t± , 

nsKifiwtft ztiT^n vs*© mwr-zmfr* a * i ffl©me»»ti§itt»c*fLT.7 ? - 

[0015] 

$fc-f . *H«UBJB©l3ES!6ft2ratJ:J:o T Stt £ n S 13 ft £ fi » i& A, J£l(f '^ItSt 

■ ic o v r si -r . « „ 

Bg * fb Si g 1 It m 5 © ?§ ft © B£ 4f ft a B {C *f JS b T ^ 

Bllcwti^ts'lS^ffcSlltt. #Jx.t4\ «3Efi£lHft2, #J »! © S 0 ft 3 . N<S©F 
e i s t e 1 iIt'>*i-;V4_l ~4_NfeJ:aPfJ!llEl8 5*tt«. CilT* v .Ntt 

[0016] 

i4i@SS2t±, if-^ K 1 , K2_1~K2_N, K 3 * £ fig L . « x - * K ' I * «J 
ffi®aiHll^3{caJ*L, lf-?K2_l~K2_N*fnftlFe i s t e 1 8! it * 

i-;i/4__i~4_Ntcffl^iL. ® x - * k 3*a*aa@«5fc-a*-r*o 

[0017] 

S)iil!lilalK3(i, A*Ufc¥3fcv*-3»P Ttc^W^&^j&LTx-* S 3 £ £ fig "T § „ 
f--?S3(i> ffl^lf, 1 2 8 U* -y F- © x — £ T* 3 „ 

^^ffiS[s]SS3«. T-^S30Tt6 4lf7hOf-3'S3a?:Fe i s t e 1 fll it * 
i^a-;l/4_l OFiiftSS 1 lfctiiTtlL, Tf 6 4 t-y hOf - # S 3 b F e i s t 
e 1 fll.it a.—/b4_l©X OR (exclusive 0 R : 8$ i&&3ffim%l) lei ft 
1 2fcffl*f« 0 ■ 
[0018] 

Fe i s te Ifllit^^i — ;l/4_l~4_N©=&*&, F SB $C EI ft 1 1 *> <fc X O R lei 
8.1 2 %St5-, 

Fe i s te lfljjg^&^a — 7l/4_l~4_Ntt, IS 5>J k: » tt ? tl , IWJCfltfig^WLTl^ 

5 o 

KT, F e i s t e 1 fl| it =e i? ^ — )V 4 _ 1 O T §J4 0£ "T 3 o 

FMiScOSSl 1 [i,.S)fflil!lll3l8 3^e».cDf-^S 3 aCSUt, ^ll»|*J:D'S» 
MS (ffiMIi) * * L T , x - # S 1 1 £ fig L , Ctl?:XOR@SSl 2K(HAt5. 
F IB g( 0 ft 1 1 tt, *«W<!)7^VKH»JS1*R?. 
F M St 0 8 l l © flt fig fc o ^ x i± % & fc i¥ » ic Si m t 3 o 

[0019] 

X 0 R 0 ft 1 2 & 18 M if [e] ft 3 £ © x - * S 3 b J: FIS! EI ft l'l#60f-*S 
1 1 fcOSfffiWaiaa*»»b, ©*S.*T 3 x~ £ S l 2«|SOF e i s t e. 1 * 
it ; e~>*a-/l/4_2©FiHi!tlHlg§l 1 IC Ui tS t % o 

£ fc > F H IhI ft 1 1 14 , «II!Bi81BB3*5(Df-i'S3a*aSOFe i s t e 1 flf 
it ; &> ? a.-;b4_2©XORI5]ftl 2tltl*t«J;?l<:iEStiti/^. 
^ © tft S © F e i s t e 1 flt it ^ a. — /M_N - 1 *^<0f - ^ S 3 a?Ttt6 4^7 
Ffcb, Fe i s t e Ifltit^E-^i — ;t'4_N©X0R@ggl 2 S © x — £ S 1 2 £ ± 
ti6 4b*7Fi:Lf;l 2 8 t" 7 FOf-?*^ IggOFe i st e 1 St it * a. — ;b 4 
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[ 0 0 2 0 ] 

f& M 3 HI 8§ 5 & . Fe i ste 1 iiit-^a - ;l/ 4 _ N £> <D 1 2 8 lf7 hOf-^t*f 
LT, &±f&®& 2 bom?-* K 3*m^T'&]l} l W*:fti<^ * <D *S 3k V & Z> © ^ it 7 
-KT ZmiJ-t So 
[ 0 0 2 1 ] 

KT, Sl{c^-rFBBSS([el^l 1 ©ifilfP^TiSit 
@2t±, H'ltfvtFBRiBl 1 <Oi«0t*$5. 

m 2 fc « -r «fc 5 ic , f s ss 1 i« , w *. « , x -o r » 2 1 , # £ # as »a& 2 2 . is & 

g §P 2 3 . XOR92 4feitf?fiBSSSi»2 5**t5. 

g ft , *»*i*»23#JI!l©«W~!B3©«W*ffl^fcRtt»*i:*!K IS 4 *3 J: Iff 
5 ORIHOflUgKaBI-RiCtf ft LT V 5 • 
[ 0 0 2 2 ] 

F SB i& 13 R 1 lftt, A*^nfc6 4 f7 h^f-^ S 3 a A', 8 If 7 h© 8 I© f 

X0RSP2 1 ii, f-^ S 3 a^^MLTiSnftSflOf-^^^a-^^S^tcSL 
T\ MSE^ER 2 A- 6 A* Lftlf - * K 1 fc © # fl& ttttSfO »» * SS L , *OlS**t 

[ 0 0 2 3 ] 

# *8 0 ^ 9t SB 2 2 t± x ± 12 8 {I <D 7 s — * * 5? a — sblcttJSLT^-n^ftRtt&tifc^ttJB. 
K 1R B B '3 1 £ W U . ltm&&Wim& 3 lfcfe^T, A^Lftf-^t-^a-^tWLT 

#au&MM**L, ^•o^mTfes8{icoT j -^*->-i-;u^^^^giai2 3-t 

#*J&g»0B3 1ti, 0J*tf, S-boxfcnf(fn«o 
[ 0 0 2 4 ] 

8Hm^&gB2 3te, ^•^Xfttf 2 2 ft* 6 <D t 1 - * % >W h J£ ffc T? G F (2) ±.<E> » J¥ T» 

s« jg- ^ ^ 2 3 it , ifif f ^a?2 2*^AALfc8iof-^ ; t>'*a-;i/^f nfne 

ilt58i<0f-^i26_l~26_8 (&4fe.fctfJB5©fegi©7* — ^ <g ) * ^ "T * 

o 

4 i _ 4 (*4ftiff»5oaBOSB7ny *)-**t*o 

08^07^ 4 1 _ 1 , 6 _ 5 — 2 6_8±CD^^tCX0R[HlSS ( 4 £ 

tf JB 5 OftWOWW'HHI) tE»LT^4o ' 

$fc, T-?i2 6_ 1 , 2 6 2 , 2 6 3 , 2 6 _ 4 ±(?) f ~ ^ ^ ^ a - >b ; & ^ 
f-«2 6_5, 2 6 _ 6 , 2 6_7,-"2 6 _8 iOX O R BBKXftStlS i 5 tE 

[hI 7 n >y ^ 4 1 _ 2 , x — ^fl2 6_ 1 ~26_4 ±CD§^(CX 0 R0K5:ESLt 
^ * p 
[ 0 0 2 5 ] 

- $ fc . 6_5, 2 6 6 , 2 6_7, 2 6 _ 8 f - ^ ^ ^ a - 

2 6 _ 3 , 2 6 _ 4 , 26_1, 2 6 _ 2 ± O X O R 13 S& fc A Jl £ tl £ <fc 3 ^ IB 

$fc, f-?i2 6_ 1 , 2 6 _ 2 , 2 6 _ 3 , 2 6 _ 4 ±<D f - ^ t ^ a - 7l> ■& * 

f-^82 6_6, 2 6_7, 2 6_8, 2 6_5±OXOR@8tXASftS±5tE 
«t£ *lT ^ £ o 

£ fc . x — 2 2 6 _ 6 , 2 6 ^ 7 ; 2 6_8i(Of-K^i - ;b . & * 

1ft 2 6 _ 1 , 2 6 2 , 2 6 _ 3 , 2 6_4±OXOR08k:A*Sn5«I:5k:E 

[ 0 0 2 6 ] 
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XORS52 4 (± . S J£ £ & 2 3fr£A?tlLfc8<I<Dx-*^^i-;l/<Dg-^{C*fLTs 

n#f*^*»a5 2 5 fcu*-r«„ 

[ 0 0 2 7 ] 

# 81 £ & 2 5tt, XO RS!2 4 *^ O ±E 8 I<0 f - ^ t a - t L T f tlf 

mswe>nfc^«8^^^iHiBS3 2?:WL, # j& ^ & iu gg 3 2 tc & v x\ x.t> l -r — * 

#»J&S£iRlHli&3 2ti, S-boxfc«f(f'n«, 

# » £ » SB 2 5 5 IB *j S n fc 8 «.© 7 s - * * S> a •- ;M± , B2t*tJ:?t, SB * ■& 
fe^tltlltitf-^S 11 i: LTXO RIslSS 1 2fc[liA?n5. 

[ 0 0 2 8 ] 

KTs B2C7tFRft§8ll 1 £ & 8P 2 3 OgttTJStCi^Tgif t 5o 

[ 0 0 2 9 ] 

I3li, ® 2 fc^f" F 1 1 <Offi&£&ffi 2 3 ©Rtt fcffl^SftSuvea— * 3 

s 3 (c ^ -r <fc b ire , n > e i — ^ 3 9 t± , #j x tf , ^'js r> js.fp a? 5 2 . x -r x.y u 

-f 5 3 J: C PU5 4**L. cn6ff/U5 0*ftLTSS?tlTl^„ 

CCT*. n V £ -i - £ 3 9 3 <D5£m<D 7* — 5 mm^Slc *fJS L T t> S e . 

jit'J 5 lli, 3 9^Hfft5/n^7i.4 8 ( Si 2 © ?g <D 7 a if A ) 

. Ilftnyei-? 3 9 t j;«/ny7A4 8 (D^fi t i ^ ?> tl5 1« <9 f - * £r IB « 

T 5 •„ 

jft ft SP 5 2 fcfc , t-^-pjfr^xiTfeO, 3. - +f tc <fe 3 jfc tc j£ D It m VP m ^ C P 
U 5 4 tW^tio 

xYxyp-r 5 3tt, 3 v a — * 3 9©toii^m*»^-r^ 0 

CPU54(±, ^ * 'J 5 1 *•> £ til b tc Zf n y -5 A 5 8 * H ff L . 02(C^"rFM^lHl 

ssii^stf-saa^rfTdo 

» fc;r «»© Mia 4$ ^ b/tji^^istMiD^nf nico^t 

^ SS( d A -r - # *: S »c SS » *a HI * ffv . 5 0«HieSi«jfct C« fOROS'h 

ft (^to*S7^f ^S-b o x ) f ©t/htt^l^tt 3 f&g»SglM3:# 

£-r*o ?lt, cpu5 4ii, a»ifSbft««s[«i«4ai£x- Hzcsr«jgs» 

2 3 ^i«t 5 c 
[ 0 0 3 0 ] 

«T, C P U 5 4 OKW-MH^Mi ( # * f& II © » 8t # J*) %Rflt*, 
0 4.tt, C P U 5 4C0SftMa¥IH*iiB^-r^fci6cO7a — 

KT©?IH)-*li, WAtf , C P U 5 4*7^71/^5 3 L fc: H ffi * » (C 

i-*f tfffo fc«ftsffi 5 2 ©JftfttefS CT> a-f t C P U 5 4 h CD m T *f IS 0 S T- f? 

3:33. l4t/fstXf7 7S T 1~S T 3*^ 1 ©iiOS 1 fg 2 <D 5£ B£ © SI 1 

<D ¥ JUL M fc If? 3 <D SI 0£ <0 fg 1 0#afcSJSLT^4, 

X-r-y^S T 4 ~ S T 9 4^ 1 Oild2©I§, 12<?)1S ©1 2©f|, Mtftcl 
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